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The compiler breaks up instructions into groups -

blocks”

Defining the Problem

“basic

Attacker can cause program to jump to an unexecuted

basic block

o Inject malicious code

%15:

%16 = call 32 (i8*, .
- X 18]* @.str.3, 164 0, 164 0
“br label %17

iy @pﬂnlf(lﬁ‘ getelementptr inbounds ([15 x i8), [15

%2:

%3 = alloca i32, align 4

%4 = alloca i32, align 4

%5 = alloca i8**, align 8

%6 = alloca i32, align 4

%7 = alloca i32, align 4

%8 = alloca i32, align 4

%9 = alloca 32, align 4

store i32 0, i32* %3, align 4
store i32 %0 i32* %4, align 4
store i8** %1 i8Hk %5 align 8
store 32 0, i32* %9, ahgn 4

br label %10
%10:

}

%11 = load i32, i32* %9, align 4
%12 = icmp slt i32 %11, 100
bril %12, label %13, label %35
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%13:

13:
%14 = load i32, i32* %9, align 4
%15 = call i32 @foo(i32 %14)

store 132 %15, i32* %6, align 4 %35:
%16 = load i32, 132% %6, align 4 35:
17 = srem i32 6,5 reti32 0

%18 = icmp eq 132 %17, 0

il %18, label %19, label %22
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%19:

gn
%21 = call i32 @bar(i32 %20)
store i32 %21, i32* %7, align 4

19: 2
%20 = load i32, i32* %6, align 4 %23 = load i32, i32* %6, align 4

%22:
2

%24 = call 32 @baz(i32 %23)
store i32 %24, i32* %7, align 4
br label %25

br label %25

g

%25:

25;

%26 = load i32, i32* %6, align 4
%27 = load i32, i32* %7, align 4
%28 = add nsw i32 %26, %27
%29 = call i32 @foo(i32 %28)
store i32 %29, i32* %8, align 4
%30 = load i32, i32* %8, align 4
%31 = call i32 (i8*, ...) @printf(i8*

... i8]* @.str, 164 0, 64 0), i32 %30)

br label %32

getelementptr inbounds ([4 x i8], [4 x

>

%32

%33 load i32, i32* %9, align 4
%34 = add nsw i32 %33, 1
store i32 %34, i32* %9, align 4
brlabel %10

CFG for 'main' [unction




Project Goal

Detect breaches in control-flow integrity using dynamic programming
on an FPGA board

We will do this by:

e Creating race logic in a higher level language
to test.
Integrating race logic into hardware (FPGA).

Set up communicate between computer and
FPGA.

Computer FPGA
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Current Technical Challenges - FPGA

Test VHDL Code
e Changes from software solution include:
o 8-bitinputs
o Non-Changeable string length
e Test using communication between computer and FPGA
Communication Between Computer and FPGA
e FPGA - USB using UART
e Computer - PUTTY or Visual Studio



Current Technical Challenges - LLVM

LLVM: Compiler and toolchain
Convert source code to Intermediate Representation (IR)
e Portable, high-level assembly language
Passes: transformations or optimizations to a program
e st Pass: read program and get sequence of basic blocks
e 2nd Pass: inject function at the end of each basic block, generate
seguence of basic blocks encountered at runtime
Issues:
e How to relate block identifiers between passes

e How to get data to FPGA



Standards - IEEE

I[EEE 1008-1987: IEEE Standard for Software Unit Testing

IEEE 1500-2005: IEEE Standard Testability Method for Embedded
Core-based Integrated Circuits

IEEE 15288-2004: Systems and Software Engineering System Life
Cycle Processes

IEEE 1220-2005: IEEE Standard for Application and Management of

the Systems Engineering Process



Requirements and Constraints

Engineering Requirements

Create an algorithm to match two sets of strings (race logic).

e One string string generated based on control flow, and compared to
a defined string.

e Use a2-D grid of which the size is determined by the number of
basic blocks.

e Algorithm must perform in O(n log(n)) runtime.

Engineering Constraints

e Use dynamic programming to determine if CFl was lost.
e Use a FPGA board to test the solution.

e Total project cost should not exceed $100.
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